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Ywby kyanaHMa KOMIbIOTEP TAPMOKIAapH Ba Kopnopatus axGopor
TM3MMJIADHHH fApaTHLAa Ba HIWIaTHNA axOoOpOoTHM XUMOSMIAHUHI
aomapd myammonapura Oarumwnanran. Komnbrotep TapMokiapH Ba
TH3MMIIAPMIa TaXOuI XWUIADU XaMia j10Kall Ba KOPHOPAaTHB TAPMOK/IAPHH
Internet-aTakajapAaH XUMOsJall YCy/ljlapd Ba BOCHTaapH MyXoKama
YTHIaAM. JNEeKTpoH Ou3Hec Ba JiIekTpoH THxkopaTiaa ax6opor xasdcua-
JAMTHHH TabMMHJIAW MyaMMOCHra anoxuaa JsTubop Gepunaau. Ax6opor
xaBQCH3NHTH KOHUENUUACH TabpudnaHaan Ba TapMoknapaa Xashcuinux
CHECATH aHHKJIAHAMH.

MabiyMOT/IapHH XMMOA/NAIl TEXHONOIWACH, TAPMOK XaB(CH3NIH-
I'MHUHI 6a3aBMH TEXHOJOIHACH, CYKMIHO KHPHULLJIADHM Ba TapMOK XaBg-
CH3JIHIMHKY OOWKApUIL TaxiuiiaHanu. Xycycan. axOopoTHM 3aMOHaBHIii
KpuuTOrpadMK XUMOSAaU BOCHTAIAPHUHHHI [IDHHLMIUIAPH, 2ITOPHTMJIapH
Ba [I[POTOKOJIAPH KYPUNaay; TapMOK/Iapapo IKPAHAAPDHMHAT TypJIH XHIUTapH
rascudianaay Ba ynapHu vuuatui 6yHuua tascusiiap 6epunaan; Internet
Xyavaard 1106an o4MK TapMOK/IapPHHUHI OYMK KOMMYHHKAUHMANAPH OPKAIH
KPUNTOXMMOSANAHTaH BUPTYal TyHHEJNAPHIt LIAKLTAHTUPHLI YCY/IApK Ba
BOCHTA/J2pH MYXOKaMa OJTWJald; KOpXOHa axbopor pecypcaapuian
macoanaH xaBcu3 QofinaaHMIUHM TabMUHIAL Macananapy KypuwiaaH:
ManIyMOT/IADHM Y3aTHII TAPMOFHAA axO0POTHH XMMOANAIl MacalajapH Ba
ynapHn euuwl Hynnapd taBcugnaHaou: CUMCH3 TaPMOK KOHLETILIHACH,
CHMMCH3 TAapMOK XaB(CH3NUIUra TaxAWMiap, CUMCH3 TapMOK XaB(CH3JINIH
MyaMMOCH G6a€H ITHIAAM; TAPMOK XaBhCH3NHMIMHK OOLIKapHII yCyJ/UIapH
Ba BOCHUTA/IAPH TaXJIWLIAHAAM.

Xasd-xatapnapin TaxoWiaw Ba GoOLIKApMIl acocuia KOPXOHa
ax00opoT xaBGCUIIMIH TH3IUMHHU KYPHII METO/0I0THACH TabpHIaHaIH.

Kynnauma onuit yxys lopriapy  Tanabanapura, axbopor
TEXHONOrUA/apy,  KOMMBIOTEp  TH3UMIapH  coxacuaa  ¢aoauart
KypcaTyBuMaapra My DKajlIaHI'aH.
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JlaHHoe nocoGHe MNOCBAIIEHO aKTyaldbHbIM NpobieMaM 3alUUTHI
MHdoOpMauMy TIpM CO3JaHMU M HCIIONB3OBAHUM KOMIIBIOTEPHbIX CETEH H
KOpNOpaTUBHBIX HH(POpMaLHOHHBIX cucTeM. O6CYkIaloTca BHABI ATAK Ha
KOMINBIOTEPHBIE CETH M CHCTEMBI, a TaKKE METOIbI W CPEACTBA 3ALIMTb
NOKAIbHbIX ¥ KOPIOPATHBHLIX ceTeil OT yAaneHHbix Intemet-atak. Ocoboe
BHUMaHWe yaensercs npobnemMam obecneueHus  MHGOPMALMOHHOM
0€30NacHOCTH 3MEKTPOHHOro OM3HECa H  J/EKTPOHHOH KOMMEDLIMH.
®dopMmynnpyeTca  KOHUenuMs  HHpOpMaUMOHHOH  OelonacHocTH
OlpeAensAeTCA NONHTHKA HE30NACHOCTH B CETAX.



AHaH3MPYIOTCA TEXHOJNOIHMH 32LIMTH JaHHBIX, 6230BbIE TEXHOMOMU
ceTenoit 6e30MacHOCTH, OOHApYXXeHHA BTOPXKEHMII M yNpaBReHUA CeTeBOi
6ezonacHoCTbI0. B 4acTHOCTH, pacCMaTpHBaKOTCA NPHHLIKIB!, AITOPHTMbI H
[IDOTOKO/Ibl  COBPEMEHHBIX  KpUNTOrpaduYEcKMX  CPEACTB  3alllMThl
HHGOpMaUUH; OIMCLIBAIOTCA Pa3lNH4HbIE THMbI MEXCETEBbIX JKPZHOB M
NAIOTCH PEKOMEHIALMH TIO MX MCIONB30BAHHIO; 00CYIA0TC METOAB M
cpeacTBa (OPMHUPOBAHMA KPHUMTO3ALIMIUCHHBIX BHPTYaNbHLIX TYHHeNel
4epe3 OTKPHITbIE KOMMYHMKAUMH [00AIbHbIX OTKPBITHIX CETel THNa
Internet; paccMaTpuBaloTCs Bonpochl ofeciieyeHusa yaaJieHHOro A0CTyna K
HHPOPMaLUHOHHBIM PECYPCaM NPEAIIPHATHA; ONHCHIBAKOTCA 3a0aYy 3AIUHTHI
MHGOOPMALIMM B CETAX NEpENayu NaHHBIX M [YTU WX PELUCHHA; U3NaraloTc
KoHUenuua OecripoOBOAHOM CeTH, yrpolbl Ha Ge3onacHOCTh HGecripoBoaHOM
cetd, npobsemer Oe3omacHocTH OecnpoBOAHOH CETH; aHANU3HPYIOTCA
MEeTObl U CHCTEMBI YIPaBieHMsA CeTeBOil He30nacHOCTbIO.

Ha ocHoBE aHanmM3a M yNpapjeHHA PUCKaMHU, GOpMYyJIHpyeTcs
METOZIOIONHA MMOCTPOEHMA CHUCTEMbI HHOOpPMAUMOHHOH Oe3onacHOCTH
NpEANIPHATHA.

ITocobue paccHUTaHO Ha CTYAEHTOB BBICIIMX Y4eOHbIX 3aBeIAcHMH, a
TAKXKE SINLAM, 3aHMMaIOIIMMCA B o6acTi NHHOPMaLIMOHHON TEXHOIOI UM K
KOMIBXOTEPHbIX CHCTEM.

The given manual is devoted to actual problems of protection of the
information at creation and use of computer networks and corporate
information systems. Kinds of attacks to computer networks and systems,
and also methods and means of protection of local and corporate networks
from the removed Internet-attacks are discussed. The special attention is
given problems of maintenance of information safety of electronic business
and electronic commerce. The concept of information safety is formulated
and the politics of safety in networks is determined.

*k*x

Technologies of protection of data, base technologies of network
safety, detection of intrusions and managements of network safety are
analyzed. In particular, principles, algorithms and reports of modemn
cryptographic means of protection ol the information are considered;
various types of gateway screens are described and recommendations on
their use are given; methods and means of formation cryptoprotection
virtual tunnels through the open' communications of the global open
networks of type Internet are discussed; questions of maintenance of the
removed access to information resources of the enterprise are considered;
problems of protection of the information in networks of data transmission
and a way of their decision are described; the concept of a wireless network,
threat on safety of a wireless network, a problem of safety of a wireless



network are stated; methods and control systems of network safety are
analyzed.

On the basis of the analysis and management of risks, the methodology
of construction of system of information safety of the enterprise is
formulated.

The manual is calculated on students of higher educational institutions,
and also to the persons who are engaged in the field of information
technologies and computer systems.
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